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Table 1: Checklist of Security and Audit Features v = Yes X = No The forensic science community is making advances towards a paperless system. As this movement progresses, the idea

of electronic signatures (e-signatures) has come to the forefront. At nearly every point during DNA analysis a computer
software program is involved, especially during the final allele calling step. Laboratories are critically evaluating the

ABSTRACT

The use of software systems has played an integral role in DNA analysis for years. Recently, LIMS and expert systems
have been validated and adopted into the workflow of forensic DNA laboratories. Audit trails are being introduced as part
of the implementation of automation and advances in paperless systems. As DNA data analysis becomes more automated

In processing, the evaluation of proper documentation and user tracking is essential. For quality assurance purposes, itis A< 2 adrminictrator do R — When a change is made to Will the software “Time currently available software 1o determine which security features they may need. One component to consider is e-
crucial that any changes an analyst makes to an allele call can be traced to the analyst who made it. When looking at TR G Does the software ask for | Does the software ask for you have access to d;ange — I'imitations to an allele call, is an Do the output files track | Are the output files locked Out” if the computer signatures
software systems, security features such as analyst login, administrative control, and audit trails should also be evaluated N a user ID? a password? annotation required who made the changes? for editing? remains on or in sleep

ALL settings? make changes?

to ensure they meet the laboratory’s quality assurance requirements. and/or available? mode?

The U.S. Food and Drug Administration (FDA) has released a document addressing e-signatures (21 CFR Part 11). This
document sets forth criteria for an e-signature, and under certain circumstances deems them “trustworthy, reliable, and

The expert systems and mixture deconvolution tools evaluated by the NEST Project Implementation Team have features
that associate a user with a change to an allele call. There is variation between the software systems for e-signature
designations. Some programs associate the user ID used at login with a change, while others actually have an e-signature
window that appears when a signature is required. Each laboratory should evaluate the software system it is considering
to determine if the e-signature function meets its needs. As this technology advances, the forensic science community
should continually assess the security and audit features of software systems.

The NIJ Expert System Testbed (NEST) Project Implementation Team has evaluated several single source expert systems DNA_DataAnalysis x x v x x x x x generally equivalent to... handwritten signatures executed on paper” (U.S. Food and Drug Administration, 2008). As the
and ml_xture deconv_olutlon t(.)OIS including: DNA_DataAnaIyS|s. Software (U.S. Army C“m".]al Invest_lgatlon -Laborz-ator_y, L v v v forensic science community depends more and more on audit trails in data analysis to link analysts to changes, the need
Fort Gillem, Georgia); FSS-i®™ Expert Systems Software version 4.2.2 (Promega Corporation, Madison, Wisconsin) in PS5 . . v x * - - - : : - :

- Lliem, ©eorgia); P y . o g por SRR ® for similar regulations for e-signatures may arise. If enough security measures are implemented, then those signatures
conjunction with GeneMapper® ID Software version 3.2 (Applied Biosystems, Foster City, California); GeneMapper GeneMapper® ID v v v 1% v % % % could be important for quality assurance purposes.
ID Software version 3.2 (Applied Biosystems); GeneMapper® ID-X Software version 1.1 (Applied Biosystems); and
TrueAllele® Databank version 2.9 (Cybergenetics, Pittsburgh, Pennsylvania). All of these software systems offer GeneMapper® ID-X v v v v v v X X

v x v v v v x x

different tracking and administrative control features. When launching the software, some systems have unique user login
and password requirements, while other software programs require entering a user identification name at an alternate
point during sample analysis. There are also programs that track the Windows® user login and associate that user with a
data set imported into the software. These features may dictate which software program a laboratory chooses to . -

: o Figure 3A Figure 3B
implement into its workflow.
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administrators should be cognizant of the associated quality assurance requirements, including the audit trails and Figure 1B: When operating TrueAllele® Databank, a user’s initials are required for those steps that allow changes to be made. In user opens a project, he or she can select his or her user name (highlighted in red box) which will be found in the header of all dit. it is till bl
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assurance is leading laboratories to choose software systems that will seamlessly integrate into their standard operating in the Control Check window. Only approved user initials may be entered. Every DNA laboratory h tandard " dures in place t that each analvst follows th
procedures and also have the ability to properly document user information and changes made to the analysis parameters. Figure 3B: FSS-i*™ Expert System Software allows a user to customize output files based on information and file type (text vg*try | {tjlh otr?hory asltnumerous S dan't;jllr toper?_ 'ng procel_tures N place 1o etnsure S a e_zic ar:ja y3 di tof O\tNS © s_?rrp ©
When gaps in documentation surface, it leaves the analyst vulnerable and could potentially devalue his or her case. ‘éST'RHTMé‘)t' r']”:dg.'t“ﬁn 0 °“tptm .f'::es’ a?”mber ﬁf afjd'tuf”es Ia[;e f# tomat'cat”y geng rta ted f?r ea(;ﬂ project f”i:yée‘j' The I" F[))rI(\JI,(A)\CO SISO. a o © TESUTLS are reproduc te ? >a d'Sfy ? quao'l y assur?rtlﬁe Syihemt._ _tecufr 'ty alr; alé ! . catures th 'E
Because of quality assurance considerations, the resulting software systems utilized for forensic DNA analysis have infor?:\Ztio?\C(Barch:olde) OginraelpghzIénczrlzza(;:c;?]aslu;eszsl't)a a”sepreaké : di:t?& %uaetr eu:Ceh |§c32a(ézeesigneatri)gzmj)echJleZ Ii)i’resjma%g A ana yS|stso th?]re proglgra_ms Srte |r|rt1_portarll at?] gsiz " 'to ?ccijhmen Ie tau itn ICIty O treSVL\'/hS' da(i Uset can La_\ch
various audit trails and security features built into them. This research assessment project has been designed to inform Change Log ’ ’ ’ ’ va][tlous aspetc >0 te z;\rr]la ys'sc’i uf u |ma_](ca_ yl be mtegrl Sr/] 0 Ie :;m’a ys d ma I_etrs MOst. eh de ermtlnlnhg V\I' dlg
the forensic science community about available software systems and the type of security and audit features each one fok wa}ret System ;n_ee Sd d't(? nete tsho a sp_(im ¢ q a g.rffont/’ etﬁnft%/s > ?tn quaflf y asstrance requirements should be
. . . . . . o aken into account in addition to the security and audit features that the software offers.
offers. Figure 3C: Audit and output files generated by TrueAllele® Databank are exported into text files. An ‘Edit” output file is y
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